Robert S. Carney Jr.

4232 Colfax Avenue South

Minneapolis, MN 55409

Phone: 612-824-4479 * bcarney@bobcarneyjournal.com
December 27, 2009

An open letter to the Minneapolis Board of Estimates and Taxation

c/o Jack Qvale, Executive Secretary

Board of Estimate and Taxation

City Hall, Room 325M

350 5 St S

Minneapolis, MN 55415-1315

Re: Comments per the Draft Internal Audit Function report, received by the BET 10/28/09

Dear Members of the Board and Citizens of Minneapolis and Minnesota:

Note: this is a revision of a document dated 12/24/09, part of which I posted on the e-democracy forum.  Mr. Jim Bernstein, Chair of the Minneapolis Charter Commission commented on my post, prompting me to do further research, and to submit this revision as comment (60 days later, to the day, from the presentation of the draft report to the BET).

I want to start by saying that I appreciate the willingness of the Internal Audit Review Committee, and especially Katie Shea, to undertake the work that has resulted, so far, in the draft report titled: City of Minneapolis Internal Audit Function: Quality Assessment and Recommendations (“the draft report”).  I also want to commend Carol Becker for leading the effort that resulted in this draft report,  Bob Fine for voting for Carol Becker's motion at the July 22, 2009 meeting to add two internal audit staff positions, and Paul Ostrow for initiating the April 2008 "Jail Billings" Internal Audit report.  All these actions are clear evidence that something must be done in Minneapolis about the City's woefully inadequate Internal Audit process and financial controls.

Analysis and Conclusions

My analysis and conclusions are based on selected passages from the draft report and a "tour" of some Internal Audit reports, together with excerpts and comments on relevant State Law and City Charter provisions that are provided in a Basis for Analysis – Supplement section (below).  

I am deeply concerned about what I see as fatal flaws in the draft report, and in the approach that has been taken by both the BET and the Internal Audit Review Committee.  

On the one hand, I understand that the thrust of the effort was to look forward to needed corrective action.  In these comments, I do not plan to address issues regarding the future restructuring and restaffing.  I do want to say I am strongly opposed to the recent Council action enacting a new ordinance governing Internal Audit (I think it violates State law), and to the direction the City Council and Mayor appear to be trying to lead us. 

However, while the focus may be forward looking, the Internal Audit Review Committee cannot ignore the past, or look away from it.  My assessment of the draft report, buttressed by Ms. Shea's verbal overview to the BET, is that the problems found with the past and current function of Internal Audit in Minneapolis are multiple, chronic, and very serious.  The draft report itself is Exhibit A in support of this assessment.  Ms. Shea's verbal overview of the draft report to the BET is Exhibit B.  I want to offer as further evidence an op-ed piece, written by myself as one of six signing Mayoral candidates, and published on the Star Tribune's October 29, 2009 op-ed page.   Here is the text, including the Star's editorial comment:

Title: Editorial counterpoint: Minneapolis needs more audits

Editor's note: The following article was signed by six Minneapolis mayoral candidates -- Bob Carney Jr., James Everett, Al Flowers, "Papa" John Kolstad, Bill McGaughey and Richard (Dick) Franson -- and by Michael J. Katch, a candidate for City Council in the Seventh Ward.

In its mayoral endorsement editorial Oct. 25, the Star Tribune wrote of Minneapolis Mayor R.T. Rybak's challengers: "A number of them lodge criticism that the incumbent ought to heed."

The editorial offered as one example: "Consultant Robert Carney Jr., former alderman Dick Franson and ['Papa'] John Kolstad fault the city for inadequate internal auditing."

The price of freedom is eternal vigilance -- by both citizens and the press. When there is little news reporting of an election, it becomes too easy for incumbents to avoid engaging not only their challengers, but also the issues and grievances brought forward by those challengers. That's what has happened this year. Fortunately, it's not too late to at least partially remedy this absence of news reporting and dialogue.

Regarding inadequate internal auditing, Board of Estimate and Taxation incumbent and candidate Carol Becker had this to say:

"There is only one internal auditor for Minneapolis. The Metro Council has five or six, and it's a similar-sized organization. I've heard 10 for Hennepin County. In the last three years plus that I've been on the board, we've done one fraud audit. Your first line of defense is your internal auditor. We need more auditors. I put forward a proposal this year to request the mayor to add more auditors, and I was defeated at the BET."

Here are excerpts from one internal audit -- a review of "procedures and internal controls over fuel purchases," dated March/April 2009:

"... IA [internal audit] selected 17 'atypical' items for further testing review:

• Gas cards used outside Minneapolis, sometimes outside Minnesota.

• "multiple cards used within minutes of each other"

• "numerous small purchases (i.e. 3.5 to 5 gallons and not for motorcycle use"

• "'creative' odometer readings."

"... [A]bsolutely no receipts were retained/found for any of the test cases reviewed."

"The Minneapolis Park Board had charges totaling nearly $500 in the month of June, the card was used several times in Iowa. ... Park Board personnel ... had no knowledge of ... why it was used in Iowa ..."

"The MPD fleet manager told IA that when he issued the new cards he specifically told the unit commanders that they should track who has the cards, save receipts and monitor them for appropriate use. ... By policy these rules have always been in place but adherence has been non-existent."

"Even though the city has cameras ... there is no certainty that the vehicle being fueled is, in reality, a city vehicle."

One conclusion of the audit was this: "The absence of receipts and the lack of documented subsequent verification of fuel expenditures leaves the WEX system fuel cards virtually wide open for potential abuse."

Candidate Al Flowers has called repeatedly for an Empowerment Zone audit. Candidate James Everett said this of the Empowerment Zone: "The money got funneled to where people wanted it to go, and not to the people who needed it, but that's historically what happened."

Financial accountability is only one of many serious grievances identified in a Citizens' Petition for a Redress of Grievances that was delivered to Rybak's office last week by four mayoral candidates. A total of 16 mayoral and City Council candidates are on record demanding that Rybak answer these grievances.

Fortunately, there is still time for Minneapolis candidates and the mainstream media to work together to ensure there is adequate reporting on the Minneapolis municipal elections. Some of us think there is also time to force Rybak to either answer to his challengers, in televised and broadcast forums -- or to run for governor full time.

The excerpted report in the above article appeared as new business before the BET, as described in the proceedings of the May 13, 2009 meeting (Mayor Rybak was absent):

Internal Audit " A Review of the City of Minneapolis Procedures & Internal Controls Over Fuel Purchases, Inventory & Usage March/April 2009" report presented to the Board by Bjorklund.  Johnson moved to receive, file and transmit to the appropriate City Council committee ( TAPS ).  Seconded by Ostrow.  After discussion.  Adopted.  Yeas - Fine, Johnson, Ostrow, Becker, Schwimmer -- 5.  Nays - none. ( see resolution ).

"TAPS"?

What might "TAPS" be?  It's right there,... right in the proceedings document.  Is this some Accounting Board, like FASB?  Better Google it!

Here's the result, from Wikipedia:  

Taps is a famous musical piece, sounded by the U.S. military during flag ceremonies and funerals,...

Surely the preparer of the May 13, 2009 BET meeting could not be suggesting that this brand spanking new Internal Audit report has already been laid to rest,... a plain hyperlink in an obscure cemetery for dead reports on some page of the City's web site,... buried without even a cell phone.  

However, this must be said: a review of the BET minutes for the remainder of the year, a search of the City's web site evidences no slightest chirp, twitter or beep -- no signs of life at all -- from the late, unlamented Review of the City of Minneapolis Procedures & Internal Controls Over Fuel Purchases, Inventory & Usage report. 

The above article -- published in the state's leading newspaper and featuring selected parts from just one exhumed and dissected internal audit report -- demonstrates not just the risk or danger of fraud, but the presence of on-going fraud.  I don't know the extent of the Internal Audit Review Committee's  examination of Internal Audit reports in the course of preparing the draft report.  However, evidence of on-going fraud has now been placed squarely before the Committee.  I think it is incumbent on the Internal Audit Review Committee to, at a minimum, review some or all of the available internal audit reports, and address the evidence of on-going fraud in the finalized report.  It's Sunday, and I've been on my own little cybertour of the "graveyard of dead reports" (via the Internal Audit Reports link on the BET page of the City of Minneapolis website).  Here's what I saw -- it won't take too long to read if these past reports haven't yet been examined:

INTERNAL AUDIT REPORT (4/08): A Review of Procedures and Controls Associated with Jail Billings to the City of Minneapolis (quoted sections are from the report)

"... City Council member Paul Ostrow and Minneapolis Police Department (MPD) Deputy Chief Sharon Lubinski requested Internal Audit (IA) review pre-conviction jail billings received by the City/MPD from Hennepin County..." 

"In August, 1968, the City and County passed substantially identical resolution outlining an agreement whereby the City would pay for prisoner care based upon the actual operating expenses of the County jail of prisoners charged with misdemeanors and ordinance violations.  In September, 1980, and again in September 2004, the County unilaterally passed a resolution modifying the billing procedures...  The city's continued payment of the modified billing show the City acquiescence to the modifications and the continued existence of an agreement (Agreement).  The city has the power to terminate the Agreement by giving the County reasonable notice."

"Absent an agreement to the contrary, state law holds the county responsible for all costs of pre-conviction processing of prisoners charged under state statute and the city responsible for all costs of pre-conviction processing of prisoners charged under City ordinance."

"Two small (15+) samples were selected by IA, by means of haphazard selection process, of individual arrest billings... "

"Findings:"


"Monthly billings to the City from the County for 2007 totaled nearly $1.9 million..."


The two samples showed over 90% of the bookings were for state statute violations.

"Hennepin County is the only county in the state which charges municipalities for pre-conviction jail costs.... Minneapolis billings account for 83% of total ADC billing."

"It is an unacceptable financial practice for the City of Minneapolis to pay invoices, absent legal authority and a clear written contract.  Staff should not be executing payments without clear authority."

Here is some follow-up on this, per a January 16, 2009 Request for City Council Committee Action, from Deputy Chief Lubinski, directed to Council Member Don Samuels (quotes until the next IA report heading are from Deputy Chief Lubinski's document):

As recommended in the IA Report: "On May 16, 2008 the City passed a resolution rescinding its August, 1968 resolution and directing City staff to pay, 'only those jail and processing fees for which a municipality is responsible pursuant to state law or those fees required by a contract entered into between Hennepin County and the City of Minneapolis.'"

"... the City and the County have been negotiating to bring about a written agreement memorializing the terms and conditions..."

"The written agreement contain the following financial provisions" The City will pay the County 1.8 Million for the calendar year, 2009 to satisfy all costs contemplated under the agreement."

The new formula factors in the (small) percentage of bookings based on ordinance violations.

Comment:  

Editing Note 1/15/10: the section in italics below is the text of the original comments letter.  Subsequently I have found that the $1.9 million referenced below is an annual figure, not monthly.  However, in the absence of an agreement between Hennepin County and Minneapolis, the City's obligation per state statutes may be closer to the $20 million amount.  I sent a follow up e-mail, associated with this comment, to alert the BET and committee that further research is needed.  This may be a "sweetheart deal" to the benefit of Minneapolis.  This is an instance where more transparency (both financial and legal) is called for.

Here are my back-of-the-envelope calculations:

In recent years, Minneapolis has been paying about $22.8 million per year in Jail billings ($1.9 million per month x 12).

Per Deputy Chief Lubinski, based on the current agreement, the City should be, and is now, paying about $1.8 million a year.  

So,... for 2008 Minneapolis saved about $21 million.  How?  Someone bothered to check,... and found out there was no recent, negotiated contract.

Let's keep in mind:

a) This $20 million plus savings is an annual savings, and,

b) We could have saved this amount in 2008, or 2007, or 2006, etc., if one or more of our elected full-time public servants, with special reference to those members of the BET with Internal Audit oversight, had been exercising ordinary care in looking through the City budget and reviewing the City's financial controls, including Internal Audit.

c) Over the years Minneapolis taxpayers have almost certainly overpaid by $100 million or more,... maybe a lot more.  

The Internal Audit report characterizes past overpayments as based on an Agreement.  I can understand how this can be argued, but I'd like to know more about this before assuming that all past overpayments are not recoverable by the City.

INTERNAL AUDIT REPORT (9/07)  Review of City of Minneapolis Impound Lot -- Phase One Report (quoted sections are from the report)

"The primary concerns were the public auctions, associated preparations and the removal of contents from vehicles... As Internal Audit (IA) began this review in latter part of June, 2007, no formal procedures for addressing these concerns could be found."

"...tows for the five towing companies... totaled 42,017 and 38,642 for 2005 and 2006 respectively."

"Claims involving the Impound Lot for the 2005, 2006 and the first six months of 2007 totaled 98 cases; having an original total dollar claim amount in excess of $230,500.  Of those 98 cases over 60% were brought because of either missing property or Impound Lot Operation problems."

"Of the $230,500 in claims, just under 29%, or $66,953 were denied by the committee."

"IA decided to verify the background checks for each of the five towing companies...  There are different liability exposures with different tows and some police tows have requirements from criminal evidence and due process..." 

Towing contracts have background check requirements. 

Results from the background checks (I compiled these totals):

Passed:





52

No background check:



21

Denied, total:





  7


Denied, felon: 



  2

Described as "a career criminal" by the MPD:
  1


(assumed to be denied and a felon)

"The Impound Lot has two guard positions on 'regular duty' -- that being manning the exit booth 24 hours/day and another in the TCS van working two shifts of 9:00 a.m. to 5:00 p.m. and 5:00 p.m. to 1:00 a.m."

"...two important aspects came to light.  The first is that the Minneapolis Police Department requires all oft their background checks be conducted at the 'CJIS level Criminal Justice Information System.'  Using this system provides an in-depth detailed check.  Secondly, the current towing contracts allow for more lenient background checks than the MPD requires."

"While visiting the guard (exit) booth we asked the TCS guard to show us how the surveillance camera worked.  She told us that she was not familiar with the camera operation, was given no training and was learning on her own via a manual she downloaded off the internet.  During the visit Internal Audit was told the recording feature of the camera was not currently working, thy were not sure how long it had been since it was working..." 

"During the drive around portion of the tour, we entered, through an open gate, the overflow lot area, the cable fence security does not extend into this area.  Mr. Pedlar called back to the lot officers to ensure the gate was locked at closing and was informed it was usually not locked."

"During our tour, Sonitrol employees were on sight adjusting the sensitivity (down to less sensitive) of one section of fencing security.  They said guards had complained that this section of the fence always had the alarm going off and needed to be checked often.  Internal Audit asked one of the Sonitrol employee who has the authority to call them and was told the guards usually call.  At that point the Impound lot supervisor told then that they should only adjust the fencing sensitivity based on his directive."

"Internal Audit was copied on an email from Lori Green of Corgan Transport to Don Pedlar of the Impound Lot.  In the email Ms. Green stated she was at the Impound Lot on 7/18/07 and watched a vehicle with two persons in simply drive into "C" lot and proceed to jump start the passengers vehicle with no security present for this.  One day later she witnessed one of the TCS guards, with the TCS vehicle attempt to jump start a vehicle in the lot."

"...Internal Audit was told that the Impound Lot surveillance camera does not 'hit' all areas of the lot,..."  

"In light of security concerns at the impound lot, an early May email correspondence from Deputy Police Chief Scott Gerlicher to Jon Wertjes of Public Works, offering the MPD K-9 squads to exercise their dogs as well as patrol the interior of the Impound Lot at night, went unanswered and apparently 'fell through the cracks.'"

Comment: 

In summary, we have:

· About 40,000 vehicles towed per year

· One "career criminal" driving a tow truck

· One other convicted felon driving a tow truck

· Seven total tow truck drivers with "denied" background checks

· An overflow lot gate "usually not locked" at closing

· One unmonitored partial view surveillance camera with an inoperative record function 

· Night security after 1:00 a.m. of one guard manning the exit booth, and no patrol 

· A MPD offer to provide K9 patrols at night that was apparently lost sight of

Although the city takes custody of about 40,000 vehicles per year, the IA report did not examined the process for tracking these vehicles as they go in and out.  Question: How do we know cars aren't being stolen by tow truck drives, towed to the impound lot (or just driven into the "usually not locked" overflow lot at night) and later driven out?  How would anyone know,... except for the occasional e-mail mentioning people driving in and jumping cars?

It appears over $160,000 in property claims has not been denied ($230,500 - $66,953).  Was that the amount paid out?  This is far from a negligible amount.    

INTERNAL AUDIT REPORT (1/08) Review of City of Minneapolis Impound Lot -- Phase Two Report (quoted sections are from the report)

"No-pay" vehicles; these are vehicles sold at monthly public auctions, however, the highest bidder does not appear at the window to pay.  These vehicles are sometimes sold at the next weekly dealer auction.  Evidence indicates the dealers subsequently pay less than the high "no-pay" bid.  There is potential for collusion of dealers and "no-pay" bidders.

Property in auction vehicles is removed before the auction, sometimes this includes weapons and/or drugs.  A tracking system had been started in March of 2007, however here were no inventory entries for property so obtained, and sold at auction, from August17, 2007 to the time of the January 2008 Internal Audit report.  

Comment: The collusion danger speaks for itself.  The property tracking systems appears to have lapsed just months after it had been started.

INTERNAL AUDIT REPORT Review of the City of Minneapolis Central Stores Inventory and Related Internal Controls

From the Proceedings of the October 28, 2009 BET meeting:  "Bjorklund presented to the Board the Audit Report " Review of the City of Minneapolis Central Stores Inventory and Related Internal Controls" .  Fine moved to receive & transmit to appropriate City Council Committee.  Seconded by Johnson.  After discussion.  Adopted.  Yeas -- Fine, Johnson, Ostrow, Rybak, Becker, Schwimmer -- 6  Nays - none.

This report has not yet appeared on-line on the BET's web page -- note: the draft report by the Internal Audit Review Committee, presented to the BET at the same meeting, is on-line there.

In my judgment this detailing of the woeful state of the City's Internal Audit function certainly serves as a basis for harsh criticism according to any reasonable auditing standard, such as the IIA standard.  However, the main thrust of my critique goes beyond that -- to what I see as a further and fatal flaw: a failure to commence with an examination of the relevant foundational law (State and City Charter) that is particular and specific to the legal duty of Minneapolis elected officials.  The approach represented by the IIA standards, and the application for the present case, seems to rest on two implicit assumptions:

First: if the IIA standards are met, compliance with all state and local laws will be automatic.

Second (a corollary): it is not necessary to have in front of your nose the particular and specific foundational state and local law as an explicit reference point when assessing the past and current functioning of an Internal Audit department.

To better understand why these implicit assumptions appear to be flat out wrong, let me first cite two specific provisions of the Minneapolis City Charter (emphasis added in the text):

Chapter 2, Officers – Elections  Section 19.  Violations by Officers--Penalty; Forfeiture. Any elective or appointive officer of the City of Minneapolis, or any person employed in the services of the City of Minneapolis, who shall willfully violate or evade any of the provisions of law, or commit any fraud upon the City, or convert any of the public property to his or her own use or knowingly permit any other person to convert it, or by gross or culpable neglect of duty allow the same to be lost to the City, shall be deemed guilty of a misdemeanor and in addition to the penalties imposed by law, and on conviction, shall forfeit the office and be excluded forever after from receiving or holding any office under the Charter of the City of Minneapolis and shall be liable to refund to the City, at the suit of any taxpayer or citizen, any amount lost to said City by reason of any such violation of law. 

Chapter 15. Board of Estimate and Taxation Section 1.  Composition of Board of Estimate and Taxation.  Before entering upon the discharge of the duties of the office each member of the Board shall make and file with the City Clerk an oath promising to faithfully discharge the duties of the office...  

Note: I don't have a copy of the oath required for members of the BET.

Let's further note this excerpt from the draft report, regarding ethics for internal auditing: 

“The rules of conduct include things like observing the law and making disclosures expected by law and the profession, and engaging only in those services for which you have the necessary knowledge, skills and experience.  The Code establishes the basic expectations of the internal audit profession...”

How can one observe the law if one does not know what the law is?

Suppose the  Internal Audit Review Committee had commenced its work knowing first, that the members of the BET were required to take an oath, and second, that gross or culpable neglect of duty resulting in conversion of public property to a private and personal use is a misdemeanor.   Note: I agree with Jack Qvale's assumption, stated at the October 28th meting, and transcribed from my videotape: “... I've always considered the Mayor, the Council President, and the Chair of Ways and Means as Senior Management.”  I think the people he identified – elected and full time public servants all -- should be held to a more strict account regarding the phrase “gross or culpable neglect of duty”.  Here are my questions:

1. With the above cited City Charter requirements in view -- as foundation for the analysis -- would the Internal Audit Review Committee have been professionally duty bound to report that the past and current state of Internal Audit appears to constitute “gross or culpable neglect of duty” per the Minneapolis City Charter, and should be referred for investigation and possible prosecution of the Mayor, the City Council President, and the Council Ways and Means Committee Chair?

2. With the above cited City Charter requirements and additional information in this critique now before the Internal Audit Review Committee, including evidence of on-going fraud, does the Internal Audit Review Committee now conclude that the past and current state of Internal Audit appears to constitute “gross or culpable neglect of duty” per the Minneapolis City Charter, and should be referred for investigation and possible prosecution of the Mayor, the City Council President, and the Council Ways and Means Committee Chair?

The above State law and City Charter provisions may not be present in most IIA Quality Assessment Reviews.  These provisions may even be unusual, or unique.  But the fundamental point is this: in Minneapolis, in Minnesota, this is our law.  If the structure and design of the IIA Quality Assessment Review process is such that it fails to take fundamental guidance from our law, then the Quality Assessment Review process can only be seen as itself fundamentally flawed.  An audit review process that fails to take into account the legal duties of elected public officials is subversive of democracy itself.  Since we hope ethics is more enduring than any particular process, it seems to me that subscribers to the IIA Code of Ethics must now proceed to consider this question: is it ethical to use the current version of the Quality Assessment Review process?  Or must your process be modified -- to ensure that elected officials are held accountable to the specific and particular foundational law for each governmental entity of a society that both professes a belief in democracy and offers Constitutional guarantees of a "... republican form of government"?

I have a second issue regarding the recent referendum.  My understanding is that had it passed, the BET would have continued to "exist" in a sense -- but in what I see as a very unusual and convoluted way.  Before elaborating, let's first again examine foundational law. We have a Special Law, enacted as 1983 Session law, Chapter 160, “An act relating to the City of Minneapolis...”.  The key provision is Subd. 4:  

“The city council by ordinance shall provide for an independent internal audit of the financial records which may be done by an independent agency of the city, or otherwise.”

Following the enactment of this State law, the City Council established by ordinance provisions and procedure for Internal Audit, (see Basis for Analysis – Supplement section, below for more detail), including this provision:

17.90.  Amendments. The city council reserves the right to amend this chapter and to make further and different provision for the reorganization, consolidation or delegation of the duties and responsibilities of the fiscal management functions of the city and other administrative changes to the extent permitted by Minnesota Laws 1983, Chapter 160. (83-Or-223, § 1, 9-9-83; 83-Or-235, § 1, 9-30-83; Pet. No. 249854, § 41, 7-14-89)  

Let me emphasize first the phrase "to the extent permitted by Minnesota Laws, 1983, Chapter 160".  Let me also point out that the state law in question requires that (emphasis added): "the city council by ordinance shall provide for an independent internal audit of the financial records which may be done by an independent agency of the city, or otherwise."  Clearly the BET has been understood to be an "independent agency of the city" in the particular sense that while it has City Council members they are not a majority.  

However, when the proposed charter amendment is examined, we find that the City Council was to have had an assumed name -- we were to have said: the City Council AKA the Board of Estimate and Taxation.  The draft report (page 7) correctly states: "If the City Council becomes the Board of Estimate and Taxation after the election, then the Auditor, in reporting to the Board will be, in effect, reporting to the Council."  However, the draft report goes on to say (page 8) "To avoid that, it would be advisable to create an Audit Committee to provide advice, consent and approval..."  But in view of the state law's requirement it wouldn't be advisable -- it would have been required.  The City Council cannot be independent of itself.  

The draft report appears to have been framed without any awareness of the State law requiring that Internal Audit be independent of the City Council.  Fortunately (in my opinion) that referendum went down in flames, 2 to 1.  However, the draft report has had a very unfortunate consequence: the City Council was encouraged to proceed, apparently in ignorance of the controlling State law, to establish a new Internal Audit committee that is dominated by Council Members and appointees of the Council.  

In short: if the  Internal Audit Review Committee had commenced work with a view of foundational law, I think the draft report would have made it clear, first, that such a new Internal Audit committee would be required (not optional) if the referendum had passed, and second, that there were restrictions that controlled the composition of the new Internal Audit committee.  I believe the recently passed Internal Audit ordinance is illegal.  The City Council can not legally put a majority of members on the new Internal Audit committee -- such a packable, stackable committee cannot be seen to be independent in the context of controlling State law.

I think in view of this critique the Internal Audit Review Committee could simply acknowledge the problems I have identified with the draft report and say something to this effect: “At the request of the BET, we proceeded in good faith to prepare a report based on the current IIA Quality Assessment Review process and standards.  In light of the legal and ethical issues that have been raised, we believe that to complete this process would be far beyond the scope of what we agreed to do originally, and/or would go significantly beyond our expertise.  Therefore we must and do terminate the service we have provided on a voluntary basis, and we recommend the BET consider obtaining paid professional advice before proceeding further.”

Alternatively, the Internal Audit Review Committee could take the critique I have offered and proceed to prepare a revised report, possibly supplemented with legal advice.  I must say that I think this would require significant additional time and resources.  I plan to be at the next BET meeting, with my video cameras.  If the Internal Audit Review Committee chooses to prepare a revised and final report, I would like to suggest an extension of the public comment period, to allow for news reporting of the issues being raised, and so that citizens of Minneapolis can prepare detailed recommendations as to what the final report should consider, including specific questions that should be answered.

In any case, I strongly urge the members of the IIA to report the result of this project throughout the IIA organization, to ensure that future IIA Quality Assessment Reviews are grounded in the specific and particular provisions of state and local law, or the equivalent for other countries.   As Jack commented at the October BET meeting: “This could be a rare opportunity to improve the profession.”  I think Jack is right again.

This brings me to my last point.  There is often a “spirit of the laws” -- an animating principle that emerges when all of the relevant provisions of all law concerning an issue are taken together with a view towards their interrelationships.  In the case of Minneapolis and the BET, I think there are two fundamental animating ideas behind the structure in place when the draft report was prepared.  First, checks and balances are an important structure in Government – the BET is intended to check the power of the Council and Mayor, who together were a minority before the Library Board seat was eliminated.  Second, the BET can be seen as a forum, or maybe a wrestling ring, where the leadership of a City government that is deeply rooted in checks and balances are brought together to coordinate activity, and, frankly, to challenge and check the excesses that can result when a single body, or faction, becomes dominant.  It seems to me that the IIA approach is structured so that it can glide by such a “spirit of the law” all to easily.  The draft report  acknowledges the importance of “independence” – unfortunately the practical result, as it stands now, seems to be a serious erosion, if not destruction, of the independence that (like Caesar) was recently praised.  I'm not sure how to try to build a “spirit of the laws” approach into the IIA process, but I encourage the IIA members to consider this for what it's worth.  Maybe a simple question can be posed as part of the process, to be completed after a survey of the relevant fundamental law.  Such a question might be: “After reviewing the relevant state and local law, what fundamental idea, or ideas, seem to be the guiding principle(s) behind these laws?”

I'm sorry to have to offer such harsh criticism of unstinted work that was undertaken in good faith and on a volunteer basis.  My hope is that this critique will do some good.  However, I want to state that at this point my focus is on bringing the issues of Minneapolis Internal Audit and financial controls in to the 2010 state political campaigns.  I will be seeking to move the authority and responsibility for internal audit to the State level, and to assign it to our elected State Auditor. 

Sincerely,  

Bob Carney Jr.

Bob Carney Jr.

signed electronically

Basis for Analysis – supplement section

Selected draft report excerpts, Katie Shea's verbal report to the BET, and comments 

(Note: page numbers in the draft report are referenced, I numbered the pages, starting with the cover as “1”; alternatively, attributed quotes are given based on my videotape of Katie Shea's 10/28/09 verbal report to the BET, and discussion.)

Quote (with annotation) from Katie Shea at the 10/28/09 BET meeting:

“...we found in our discussions with people that it is widely acknowledged that Internal Audit is severely under-resourced, so that being able to monitor and adequately report risks back to the Council, to the Mayor, to the Administration, would be nearly impossible under the current system."  Annotation: At that point, Mayor R.T. Rybak left the meeting.  The Mayor did not return for the remainder of Shea's time before the Board. Shea continued: "Nearly all the people we interviewed expressed concern about the inadequate staffing level of internal audit, and risk areas that were uncovered as a result of that staffing issue.  They expressed concerns about potential non-compliance with regulations, substantial risk of fraud in city programs, and information technology reviews.  All of those risks have significant consequences for the City if they're not somehow managed, and made known to the people within the government structure.”

Draft report, p. 4, Methodology

To assess the current internal audit structure and functions, a Quality Assessment Review was conducted in conformance with the Professional Practices Framework of the Institute of Internal Auditors (2009 revision).  Certain minor modifications were made to the review process in light of the circumstances of the City.  More emphasis was placed on issues of purpose, structure and conduct and less on review of work papers or specific audits performed, since the Board was seeking guidance on the future of the internal audit function.  

Draft report, p. 10, the Internal Audit Charter

The Minneapolis Internal Audit Charter, originally written in 1986 and, as far as could be determined from the records, not revised anytime recently, lacks key elements required under the IIA Standards.  The definition of Internal Audit is not current and does not reference the standards.  The Audit Charter does not discuss I) attributes, ii) responsibilities, or iii) standards of Internal Audit.  It also lacks signatures and dates or other evidence of approval by the Board of Estimate and Taxation, as the entity that oversees Internal Audit.

Draft report, p. 10:

Currently, a number of high risk areas are not regularly audited or even checked for basic compliance, creating the concerns that were voiced by the people we interviewed.  Some specific areas of risk include, but are not limited to:

· Cash handling,

· Inventory management,

· Payroll,

· Procurement and contracts, and

· Asset protection

Draft report, page 13:

An external review of Internal Audit's compliance with the Standards is required every five years.  Generally, this is a peer review performed by either the IIA, the Twin Cities chapter or another professional organization.  The first of these reviews was due by the end of 2006 and another is required every five years after.  Minneapolis has never had one up to this point.

Draft report, page 2 (emphasis as rendered in draft report):

Based on the review and the observations described in the main sections of this report, Minneapolis Internal Audit does not comply with the Institute of Internal Auditors, Standards for the Professional Practice of Internal Auditing.  Several deficiencies were found that show non-conformance. Many of the problem areas may be related to an ongoing lack of adequate resources for the function  The office is understaffed and does not have effective oversight.  

Draft report, page 14 (change in wording from the above sentence on page 2, emphasis added):

Many of the problem areas may be related to the chronic lack of resources for the function.

Draft report, page 7-8 – BET ballot issue

If the Board remains in place after the November election, it could continue to serve as the Audit Committee for Internal Audit,...

If the City Council becomes the Board of Estimate and Taxation after the election, then the Auditor, in reporting to the Board will be, in effect, reporting to the Council.  However, in addition to being the Internal Auditor's boss, the Council is also its biggest customer, creating the possibility of improper influence which could negatively affect Audit's organizational independence.  To avoid this, it would be advisable to create an Audit Committee to provide advice, consent and approval for the Auditor's plans and reports.”

Draft report, page 5 – BET ballot issue

There is a ballot issue in the November election that could eliminate the current Board of Estimate and reallocate its responsibilities to the City Council, which would directly impact the reporting relationship of Internal Audit.

Draft report, page 11, regarding the IIA Code of Ethics

The IIA establishes rules of conduct for auditors in enacting these principles [Integrity, Objectivity, Competency, Confidentiality].  The rules of conduct include things like observing the law and making disclosures expected by law and the profession, and engaging only in those services for which you have the necessary knowledge, skills and experience.  The Code establishes the basic expectations of the internal audit profession...

Draft report, page 9

...although it is widely acknowledged, according to all of our interviewees, that Internal Audit is significantly under-resourced, there has been very little discussion at the City of the potential ramifications of an inadequate internal audit function.  In this review, almost all interviewees brought up areas of concern that result from inadequate internal audit coverage due to under-staffing.  Issues discussed included the following:

· Compliance risks – are there areas where the City is out of compliance with an important law or regulation and no one knows about it because there is no one to check?  It leaves the City vulnerable to “gotcha” situations and potential penalties from external audits or stakeholders.

· Fraud risk – …

Quotes from Katie Shea at the 10/28/09 BET meeting:

“...there are currently a number of what most Auditors would consider to be fairly high risk areas, that are not regularly audited under the current system, including things like cash handling, inventory management, payroll, procurements and contracting, and really, staffing increases would be necessary to be able to address a number of those issues in any systemic way.”

“...looking at cities with similar sized budgets, we found Internal Audit offices with staff ranging from four to fifteen, but none as small as Minneapolis' staff is.  So our third recommendation is the city should increase the size of the Internal Audit function by at least two, and possibly as many as four, as soon as possible, to better manage the risks that are inherent in managing a City of this size, and some of the financial and fraud-related risks that come with that.”

“Speaking about the internal audit charter, it was written in 1986.  It hasn't been substantially revised since that time, even though audit practice have certainly changed significantly since 1986, and major changes to the standards have been made at least twice since 1986.  The charter doesn't reference any audit standards.  It also doesn't discuss the responsibilities of the Board vs the responsibilities of senior management.”

“Audit planning, the standards require that auditors conduct an annual, organization wide risk assessment.  That risk assessment is supposed to look at from the City's perspective, what are our areas of vulnerability for problems, essentially; what's coming down the road that we're worried about?  Audits should be targeted at those areas that are the highest risk to the city; that's how we determine what our high priority areas are to audit.  Currently that process isn't happening.”

Quotes from Jack Qvale at the 10/28/09 BET meeting (interpreted):

“The phrase 'in absence of the Board' is kind of out of context.  The Board is going to be here, it's a question of who's going to sit as a member of the Board? And, maybe this is mistaken, but I've always considered the Mayor, the Council President, and the Chair of Ways and Means as Senior Management.  Maybe that's a mistaken concept to me.”

 “This could be a rare opportunity to improve the profession.”  Interpretation: this is apparently a reference to the profession of internal auditing.

Controlling Law – State Law and the Minneapolis City Charter

Please note, I am not an attorney.  There appears to be a widely accepted assumption that the Minneapolis City Council has the authority to designate an audit committee other than the BET.  However, I am not clear how extensive the City Council's power is; I believe further study is required.    Here is what I have found so far:

Regarding State Law –  

We have a 1983 Legislative Session, Chapter 160, “An act relating to the City of Minneapolis...”, and this includes: Subd. 4.  “The city council by ordinance shall provide for an independent internal audit of the financial records which may be done by an independent agency of the city, or otherwise.”

The above cited Session law is a special law.  It includes this provision: “Sec. 7. [EFFECTIVE DATE.]  This act is effective the day after compliance with Minnesota Statutes, section 645.021, subdivision 3, by the Minneapolis city council.”

Here is subdivision 3: 

Subd. 3. Filing required. The chief clerical officer of a local government unit shall, as soon as the unit has approved a special law, file with the secretary of state a certificate stating the essential facts necessary to valid approval, including a copy of the resolution of approval or, if submitted to the voters, the number of votes cast for and against approval at the election. The form of the certificate shall be prescribed by the attorney general and copies shall be furnished by the secretary of state. If a local government unit fails to file a certificate of approval before the first day of the next regular session of the legislature, the law is deemed to be disapproved by such unit unless otherwise provided in the special law.

I contacted the Secretary of State's office, and verified that the Session law was filed.  Therefore, the City Council has a duty to provide by ordinance “...for an independent internal audit of the financial records.”  However, the ordinance must be within the scope of both State Law and the City Charter.

Regarding the Minneapolis City Charter – 

Note: I have focused only on Chapter 2 Officers – Elections, Section 19, Violations by Officers--Penalty; Forfeiture, and Chapter 15. Board of Estimate and Taxation, and the following specific excerpts:

from Chapter 2. Officers – Elections

Section 19.  Violations by Officers--Penalty; Forfeiture. Any elective or appointive officer of the City of Minneapolis, or any person employed in the services of the City of Minneapolis, who shall willfully violate or evade any of the provisions of law, or commit any fraud upon the City, or convert any of the public property to his or her own use or knowingly permit any other person to convert it, or by gross or culpable neglect of duty allow the same to be lost to the City, shall be deemed guilty of a misdemeanor and in addition to the penalties imposed by law, and on conviction, shall forfeit the office and be excluded forever after from receiving or holding any office under the Charter of the City of Minneapolis and shall be liable to refund to the City, at the suit of any taxpayer or citizen, any amount lost to said City by reason of any such violation of law. 

from Chapter 15. Board of Estimate and Taxation 

Section 1.  Composition of Board of Estimate and Taxation.  Before entering upon the discharge of the duties of the office each member of the Board shall make and file with the City Clerk an oath promising to faithfully discharge the duties of the office...  The City Finance Officer shall be the accounting official for Board. The Board, subject to the provisions of the Civil Service Chapter of this Charter, shall have power to appoint a Secretary and such other employees as it may deem necessary and shall fix their salaries and determine their duties. 

Section 4.  Exceeding of Appropriation a Misdemeanor.  ...the Finance Officer shall neither issue nor pay warrants or checks drawn upon the funds or appropriations of any board, department, bureau or division of the city, the funds or appropriations of which are already fully encumbered. Any officer of the city who shall knowingly vote for any contract or appropriation or order any work or purchase or sign, countersign or issue any warrant or check, the effect of which shall be to exceed the appropriation or fund provided, shall be guilty of a misdemeanor and shall be personally liable for the excess. This provision shall not exempt any person from the penalty of any other statute. The City Purchasing Agent is hereby ordered and directed not to issue purchase orders or sign contracts payable out of a fund or an appropriation so as to exceed or over-encumber such fund or appropriation and all orders or contracts made by the Purchasing Agent shall first be submitted to the City Finance Officer for entry on the Finance Officer's books before being issued.

Section 11.  Meetings To Be Open to Public. ...The minutes and proceedings of the board relating to setting the maximum taxes, the board's appropriation, authorization and issuance of indebtedness, authorization of transfer of bond proceeds and other actions so designated by the board shall be kept on file by the board and at the Municipal Library and all City of Minneapolis Libraries.

from Chapter 2 Officers – Elections

Regarding Minneapolis City Ordinances – 

Note: Recently, the City Council has passed a new ordinance regarding Internal Audit.  For purposes of assessing the past and current function of Internal Audit, the ordinance on the books as of October 2009 should obviously be the standard.  Here is what appears to be the relevant ordinance: 

17.80. Provision for internal audit. (a) The board of estimate and taxation shall assume responsibility for internal audit of the financial functions of all city departments, boards and commissions, including the Minneapolis Community Development Agency (MCDA).

(b)   The board of estimate and taxation shall determine the means by which to provide the internal audit capability.

(c)   The board of estimate and taxation shall implement an audit program which will:

(1)   Establish guidelines, policies, and procedures for the conduct of periodic internal audits.

(i)   Audit reports will be made to the board which will include evaluation of audit findings and recommendations to correct deficiencies.

(ii)   Copies of audit reports will be furnished the finance officer.

(2)   Initiate investigation by the internal auditor (within applicable laws) of alleged or suspected impropriety (fraud), misappropriation, or other misuse of city funds.

(i)   Reports shall be made by the internal auditor to the board for its determination of the appropriate course of action.

(ii)   Copies of audit reports will be furnished the finance officer.

(3)   Provide assistance to city departments, boards, commissions, and the MCDA for evaluation of financial controls when so requested by the board of estimate and taxation, the finance officer, or the agency concerned.

(4)   Communicate with the finance officer, department heads, elected officials, citizens and others regarding city financial reports and statements which have been prepared by the internal auditor, the adequacy and effectiveness of the city's internal financial controls, the findings of audits and other services performed by the internal auditor, and any other matters concerning the city's financial functions which relate to internal auditing.

(5) Evaluate the effect of corrective actions taken by departments (boards, commissions or the MCDA) to correct deficiencies reported by the internal auditor.

(d) The internal auditor shall, at the direction of the board, implement a comprehensive audit plan to review and evaluate the adequacy and effectiveness of the city's internal system of financial controls to ensure:

(1)   The reliability and integrity of financial records and reports.

(2)   That policies and procedures, ordinances and statutes are complied with.

(3) That assets are safeguarded from loss.

(e)   The internal auditor shall:

(1)   Conduct special reviews at the request of the finance officer, departments and/or the board.

(2)   Conduct special investigations (within applicable laws) into all alleged or suspected misappropriation or misuse of city funds.

(3)   Appraise the adequacy of action taken by departments to correct reported deficiencies.

(4) Report all audit findings to the board.

(e)   Reserved.

(f)   The auditor shall have full, free and unrestricted access to the records, property, and personnel of all city departments, boards and commissions, including the MCDA, in order to conduct internal audits.

(g)   Expenses incurred in support of the audit function shall not be counted as part of the one-fifteenth mill levy allowed in Chapter 15, Section 3 of the City Charter.

(h)   The internal auditor shall work closely with independent auditors and furnish applicable work papers to the independent auditor when appropriate.

(i)   Organizations receiving funds originating or passed through by the city (including but not limited to the MCDA, youth coordinating board (YCB), and the neighborhood revitalization program (NRP)) will allow the internal auditor access to all documents, records, etc., To ensure that adequate internal controls are in place and operating effectively, regarding the expenditure of those funds relating to the city. (83-Or-235, § 1, 9-30-83; 86-Or-001, § 1, 1-17-86; 93-Or-163, § 1, 11-12-93)

17.90.  Amendments. The city council reserves the right to amend this chapter and to make further and different provision for the reorganization, consolidation or delegation of the duties and responsibilities of the fiscal management functions of the city and other administrative changes to the extent permitted by Minnesota Laws 1983, Chapter 160. (83-Or-223, § 1, 9-9-83; 83-Or-235, § 1, 9-30-83; Pet. No. 249854, § 41, 7-14-89)  

17.100.  Internal auditor appointment. Pursuant to Chapter 473, Section 17 of Minnesota Laws 1986, the board of estimate and taxation or the board of estimate and taxation's designee may appoint a person to the position of internal auditor. (86-Or-132, § 1, 6-12-86)
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